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About this guide

This guide tells you how to do the following on a single UNIX computer:
install Sophos Anti-Virus

add the latest virus identities

scan the computer for viruses

eliminate viruses

update Sophos Anti-Virus

B remove Sophos Anti-Virus.

It also tells you how to

m install Sophos Anti-Virus on multiple UNIX computers
B specify non-default installation options.

You can find details of all other configuration options in the Sophos
Anti-Virus for UNIX, version 4 user manual.

@ ! you want to install Sophos Anti-Virus so that it is managed and updated
automatically by Sophos Enterprise Console, see the Sophos Endpoint
Security and Control advanced startup guide.

Sophos documentation is published at www.sophos.com/support/docs/ and
on the Sophos CDs.


http://www.sophos.com/support/docs/
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1 Installing Sophos Anti-Virus

If you have multiple, networked UNIX computers, and you want to install
and update Sophos Anti-Virus from a central directory, rather than carrying
out installation at each computer separately, go to appendix 1.

There are three steps in the Sophos Anti-Virus installation process:
B Extract the installation files (section 1.1).
B Install Sophos Anti-Virus (section 1.2).

B Check your system settings (section 1.3).

1.1 Extracting the installation files

o

4.

Extract the installation files from the Sophos Anti-Virus Supplementary CD
as follows.

. Log on to the computer with root privileges, and insert the Sophos

Anti-Virus Supplementary CD.

Mount the Sophos Anti-Virus Supplementary CD and list the contents of
the uni x subdirectory.

Select the archive file for your version of UNIX.
For Linux on Intel users:

If you have a newer libc6 system with glibc 2.2 or later, such as RedHat 7
or later, you need

[inux.intel.libc6.glibc.2. 2. tar

If you have an older libc6 system, such as RedHat 6, SUSE 6, or
Slackware 7, you need

linux.intel.libc6.tar

To check which kind of system you have, look in the / | i b directory for a
file or link called | i bc. so. 6 or similar. Presence of the file indicates a
libcb system.

Copy the appropriate archive file to the / t np directory.
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5. Untar the archive file into / t np as follows

cd/tnp

tar xvf linux.intel.libc6.glibc.2. 2. tar
or

cd/tnp

tar xvf linux.intel.libc6.tar

A directory sav-i nst al | is created in the / t np directory, which contains
the extracted installation files.

Now install Sophos Anti-Virus (section 1.2).

1.2 Installing Sophos Anti-Virus
To install Sophos Anti-Virus, run the installation script as follows:

cd sav-install
./install.sh

For information on all the options with which you can run the installation
script, see appendix 2.

You may now see a warning about the MANPATH environment variable.
However, the installation will be made correctly.

The installation script places

B Dbinariesin/ usr/ | ocal / bin

B shared libraryin/usr/local/lib
W virusdatain/usr/| ocal / sav

B manual pagesin/usr/| ocal / man

Now check your system settings (section 1.3).

1.3 Checking system settings

Ensure that the environment variables in your login script or profile include
the directories that Sophos Anti-Virus uses.

PATH should include / usr/ | ocal / bi n
MANPATH should include / usr/ | ocal / man
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If any of these variables are not included, add them to the environment
variable(s) as in the examples below. Do not alter any of the existing
settings.

If you are running the sh, ksh, or bash shell, enter

PATH=$PATH: / usr /| ocal / bi n
export PATH

If you are running the csh or tcsh shell, enter
set env PATH <val ues>:/usr/ | ocal /bin
where <val ues> are the existing settings.

If more than one user is going to run Sophos Anti-Virus, you need to make
these variables system-wide. To do this, amend / et ¢/ | ogi n or
[etc/profile.

If you do not have a login script, you will need to reset the values each
time you start the computer.

Now add the latest virus identity files (IDEs) to the computer (section 2).
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2 Adding the latest virus identity files (IDEs)

@ A virus identity file (IDE) is a file that enables Sophos Anti-Virus to detect a
specific virus. You need IDEs to protect your computer against viruses
discovered since your version of Sophos Anti-Virus was compiled.

1. Go to the IDE download page of the Sophos website (www.sophos.com/
downloads/ide).

2. Download the compressed IDEs file for your version of Sophos Anti-Virus.

3. Extract the IDE files to the / usr /1 ocal / sav directory.

4 [ Save As... (type application/zip) B

Filter

Aust/localfsaw/%

Directaries Files

DS |13 56 dat
wdl. dat

Selection

I fusc/local/saw /306 _1des. zip |

oK | Filter Cancel |

Q If you prefer, scroll down the page and download the IDEs one by one, to
the location above.

@ Help with downloading IDEs is available in the Sophos support
knowledgebase (www.sophos.com/support/knowledgebase). If you use
Internet Explorer 5.0, read the article on why IDEs may acquire an extra file
extension when you download them.

If you need further help with downloading IDEs, please contact Sophos
technical support.

Sophos Anti-Virus is now installed and up to date on the computer.


http://www.sophos.com/downloads/ide
http://www.sophos.com/downloads/ide
http://www.sophos.com/support/knowledgebase
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For more information see the following sections of this guide:
B Section 3 describes how to scan the computer for viruses.
B Section 4 describes how to eliminate viruses.

B Section 5 describes how to update Sophos Anti-Virus.

B Section 6 describes how to remove Sophos Anti-Virus.
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3 Scanning the computer for viruses

To scan the local machine, enter
sweep /

To scan a particular directory or file, use the path to the item to be
scanned, for example

sweep /usr/nydirectory/nyfile
After the scan, you will see a message similar to that shown below.

If Sophos Anti-Virus has found a virus, it reports it in the line which starts
with >>> followed by either Vi rus or Vi rus Fragnent :

SWEEP virus detection utility

Version 4.49.0 [Linux/AvVD64]

Virus data version 4.47, Novenber 2009

I ncl udes detection for 1132356 viruses, Trojans and wormns
Copyright (c) 1989-2009 Sophos Group. All rights reserved.

Systemtime 17:24:27, System date 27 Novenber 2009
Qui ck Sweepi ng
>>> Virus ' El CAR-AV-Test' found in file /home/source/eicar.src

33 files swept in 2 seconds.

1 virus was discovered.

1 file out of 33 was infected.

Pl ease send infected sanples to Sophos for analysis.

For advice consult www. sophos.com or email support @ophos. com
End of Sweep.

For help using Sophos Anti-Virus, enter

sweep -h
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4 Eliminating viruses

The method you use to eliminate a virus with Sophos Anti-Virus depends on
whether the infected object is a data file (e.g. a document or a
spreadsheet) or a program.

4.1 To eliminate a virus from a data file
To eliminate a virus from a specific data file, enter
sweep <object> -di
where <obj ect > is the path to the infected data file.

Alternatively, to detect and remove viruses from any data file on the
computer, enter

sweep / -di

In either case, Sophos Anti-Virus asks you for confirmation before it removes
the virus(es).

@ Check the data file(s) carefully afterwards. Sophos Anti-Virus can remove
the virus, but cannot reverse any side-effects. Check the analysis of the
virus on the Sophos website for more information.

4.2 To eliminate a virus from a program

To eliminate a virus from a program, remove the program and replace it from
a backup or from the original disk.

To remove a specific infected program, enter
sweep <object> -renove
where <obj ect > is the infected program.

Alternatively, to detect and remove any infected programs on the system,
enter

sweep / -renove

In either case, Sophos Anti-Virus asks you for confirmation before it removes
the program(s).
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5 Keeping Sophos Anti-Virus up to date

You must update Sophos Anti-Virus regularly to enable it to detect all the
latest viruses. Do this

B each month, when the new version of Sophos Anti-Virus is released
(section 5.1)

B whenever a significant new virus that puts your computer at risk is
released (section 5.2).

5.1 To update Sophos Anti-Virus each month

A new version of Sophos Anti-Virus is released each month. To find out
when, go to the Sophos Anti-Virus release dates page of the Sophos
website (www.sophos.com/downloads/release_dates/).

Carry out the following steps as soon as the new version is released:
B Download and extract the installation files (section 5.1.1).
m Update Sophos Anti-Virus (section 5.1.2).

B Download the latest compressed IDEs file (section 2).

5.1.1 Download and extract the installation files

Download and extract the installation files from the Sophos website as
follows.

1. Delete all *.ide files from / usr/ | ocal / sav.
2. Log on to the computer with root privileges.

3. Go to the Sophos website product downloads page
(www.sophos.com/support/updates). Save the archive file for your version
of UNIX to the / t np directory.

For Linux on Intel users:

If you have a newer libc6 system with glibc 2.2 or later, such as RedHat 7
or later, you need

Linux on Intel using libc6 (glibc 2.2)

If you have an older libc6 system, such as RedHat 6, SUSE 6, or
Slackware 7, you need

Linux on Intel using libcé

10


http://www.sophos.com/downloads/release_dates/
http://www.sophos.com/support/updates
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Q To check which kind of system you have, look in the / | i b directory for a
file or link called libc.so0.6 or similar. Presence of the file indicates a libc6
system.

4. Uncompress and untar the archive file into / t np as follows

cd /tnp

unconpress linux.intel.libc6.glibc.2.2. tar.Z
tar xvf linux.intel.libc6.glibc.2. 2 tar

or

cd /tnp

unconpress linux.intel.libc6.tar.Z

tar xvf linux.intel.libc6.tar

A directory sav-i nst al | is created in the / t np directory, which contains
the extracted installation files.

Now update Sophos Anti-Virus (section 5.1.2).

5.1.2 Update Sophos Anti-Virus
To update Sophos Anti-Virus, run the installation script as follows:

cd sav-install
.linstall.sh

For information on all the options with which you can run the installation
script, see appendix 2.

You may now see a warning about the MANPATH environment variable.
However, the update will be made correctly.

The installation script places

B Dbinariesin/ usr/ | ocal / bin

W shared library in /usr/local /lib
W virusdatain/usr/| ocal / sav

B manual pages in /usr/ | ocal / man

Now download the latest compressed IDEs file (section 2). This will protect
your computer against viruses discovered since the new version of Sophos
Anti-Virus was released.

11
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5.2 To update whenever a significant new virus is discovered

12

This type of update is carried out between major monthly updates of
Sophos Anti-Virus.

Whenever there is a significant new virus threat that puts your computer at
risk, go to the IDE download page of the Sophos website
(www.sophos.com/downloads/ide) and download the IDE for the virus to
/usr/1ocal / sav.

To receive email notifications about IDEs and other alerts, register at
www.sophos.com/security/notifications.


http://www.sophos.com/downloads/ide
http://www.sophos.com/virusinfo/notifications
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6 Removing Sophos Anti-Virus

1. Remove the sweep program from / usr/ | ocal / bi n.

2. Remove any Sophos Anti-Virus libraries (I i bsavi . *) from
[usr/local/lib.

3. Remove the Sophos Anti-Virus data directory / usr/ | ocal / sav and its
contents.

4. Remove the configuration file / et ¢/ sav. conf .
5. Remove the manual page / usr/ | ocal / man/ manl/ sweep. 1.

Sophos Anti-Virus has been removed from the computer.

13
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Appendix 1 Installing on multiple UNIX computers

If you have multiple, networked UNIX computers, you may want to install
and update Sophos Anti-Virus from a central directory, rather than
carrying out installation at each computer separately.

@ This procedure assumes that there is a trust relationship between the
computers.

1. On one UNIX computer, set up a shared area that is available to all the other
computers.

2. Untar the Sophos Anti-Virus for UNIX distribution archive or archives to
this shared area.

If you have computers on your network that use more than one UNIX
operating system (e.g. Linux and FreeBSD), untar the distribution archive for
each system into a separate directory.

3. Use ssh to run the install.sh script on every connected UNIX computer,
from the shared area. For example, enter

ssh -1 [usernane] [hostnane] / .install.sh

where [username] is your user ID and [hostname] is the computer on
which you want to install Sophos Anti-Virus.

In each case, ensure that you run install.sh from the correct set of
distribution files for that computer’s operating system.

@ On older UNIX computers, ssh may not be available. You can use rsh
instead, though it is less secure.

@ Step 3 can be put into a script which is run from one of your UNIX
computers.

16
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Appendix 2 Options for non-default installation

You can specify the Sophos Anti-Virus files that are installed, and the
directories where they are installed.

To perform a non-default installation, run the installation script, install.sh,
with any of the following options.

-d [prefix]

Installs the programs, library, virus data and manual pages in [prefix]/bin,
[prefix]/lib, [prefixl/sav and [prefix]/man.

You do not have to install all these files in the same directory. See the - b,
-1, -mand - s options.

-b [directory]

Installs the virus scanning programs in [directory].

The other files are installed in the default directory, unless you specify
otherwise with the -1 , - mor - s options.

-1 [directory]
Installs the Sophos Anti-Virus library in [directory].

The other files are installed in the default directory, unless you specify
otherwise with the - b, - mor - s options.

-m [directory]
Installs the man pages in [directory].

The other files are installed in the default directory, unless you specify
otherwise with the - b, -1 or - s options.

-s [directory]
Installs the virus data in [directory].

The other files are installed in the default directory, unless you specify
otherwise with the - b, -1 or - moptions.

-h
Prints help.

-V

Verbose operation. Displays the location of each file as it is installed.

17
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Technical support

18

For technical support, visit
www.sophos.com/support

If you contact technical support, provide as much information as possible,
including Sophos software version number(s), operating system(s) and patch
level(s), and the exact text of any error messages.

Copyright 2005-2010 Sophos Group. All rights reserved. No part of this
publication may be reproduced, stored in a retrieval system, or transmitted, in
any form or by any means, electronic, mechanical, photocopying, recording or
otherwise unless you are either a valid licensee where the documentation can be
reproduced in accordance with the licence terms or you otherwise have the prior
permission in writing of the copyright owner.

Sophos and Sophos Anti-Virus are registered trademarks of Sophos Plc and
Sophos Group. All other product and company names mentioned are trademarks
or registered trademarks of their respective owners.


http://www.sophos.com/support
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